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^ INTRODUCTION 

ENIGMA is tfa c journal of the European Numbers Information 



ENIGMA is a non-profit making assodation of listeners who monitor sad gather information on 
"Number Stations" and other related radio traiismissi<ms. ENIGMA alias to bring together listeners 
and enthusiasts and provide qualify information on subjects not normally available torn main-stream 
V'- publications. In addition to our dedicated private readership ENIGMA is also purchased by 
Government agencies and overseas Embassies and Security Services. 

<P 

i, 

We aim to bring yon the most accurate mfbmation available. The newsletter ewers the preceding 3/4 
months monitoring so is always "up to date* when published, but due to the nature of the subject, 
schedules, operating patterns and habits are subject to change without notice! 

■ 0 

4 KX)NTRIBUT10NS 

We appreciate id! contributions to the newsletter, especially from Europe, the Middle East, Far East Sc 
OS, but all are welcome (including ^onymous information). We regret that owing to the amount of 
intimation received we are not always able to provide a personal reply but rest assured, we read, 
collate and index all mformation for present and future use. What may seem inrignificant today may 
prove invaluable at a later date. Questions are mainly answered via our "Letters to ENIGMA 65 pages m 
the Newsletter. ENIGMA is also a. discussion forum and we welcome comments about the newsletter, 
and "Numbers" monitoring in general. 

■# gfQW YOU CAN' HELP ENIGMA 

In addition to your lop and letters we also collect, ’cuttings 5 and informatics about espionage for use 
in features. We need more Morse monitors and also readers who would be interested k concentrating 
on particular stations, either voice or Morse in order to ieara more about their ’habits'". We are 
particularly keen to leant about transmitter sites is any country. If you are going on holiday please let 

os know what you heard, and if you are interested in writing a feature please contact am office. 

# SUBSCRIFTIQNS 

Four copies of ENIGMA are available for; GBP 6.00 UK Postage Paid 

GBP 10.00 Best os Wood, Air-Mail 

Payments may be made by Sterling cash, US Dollars cash, Eurocheques or AMEX cheques (in 
Sterling), UK cheques or Postal Ciders. Payable to "ENIGMA" 

OTACK ISSUES 

Back copies of issues 11 to 16 mclasfoe are still available, while stocks last, at the following prices, 
inclusive of postage. Please allow up to 28 days for delivery. 

UK Overseas 

Issues 1 1 to 15 each 150 GBP 250 

^ COPYRIGHT 

Information in ENIGMA may be reproduced, but please mention ENIGMA and if possible the 
originator of the article. We would appreciate any cuttings in which ENIGMA is mentioned. We 
acknowledge the use of material fern exchange dubs. 

^ COMTRIBUTIOM DEADLINE 

We aim to publish the next edition of ENIGMA (18) in January 2000. Contributions would be 
appreciated by November 20th 1999. Thank You. 

4frC OVER ISSUE 17 



No More Secrets - The curse of the Internet! 



feMiBHfl DESIGNATIONS 



by M.B. 



Recently there has been some confusion over our changing of E4 
to E3A ? which has involved various exchanges over the 
Internet. It is clear from what I've read that the purpose of 
the ENIGMA designators has been misunderstood. 

The whole idea of using these reference numbers, rather than 
the earlier often vague and inadequate naming system, is to* 
prevent confusion, by using an international system which can 
be understood by all. The present misunderstanding concerns 
precisely what these designators represent. They refer solely 
to the identif ication of formats - where different callsigns, 
voices or musical introductions are IGNORED. For example, it 
would be inappropriate to allocate designators for each of the 
voices used by S6, let alone all those used by 616 in the days 
or live announcers! Equally wrong would be classino everv 
different musical introduction of' V13 as a new variant! More 
ludicrous still would be taking account of M76s callsigns! 

A callsign is no different to a musical interval signature as 
far as all this is concerned. 



Variants ( distinguished by suffix letters) again relate to 
format only, and may differ slightly or considerably from the 
first format recorded - which may turn out not to be the 
"original 18 . For all we know,. this original could ever, have 
been abandoned many years ago. and thus missed ENIGMA'S 
attention . Neither agency nor family play any part in this 
system* E,g s MIOE/SIOE could well be controlled by a 
agency (and different country) than 

W7/ttlO/S5/51 f OD/S17 etc. If this is confirmed MiOE & S10E will 
be allocated a new family number. 

Until the slight changes made by what was E4, we had 
erroneously used two designators for Lincolnshire Poacher & 
Cherry Ripen At that time ^srs confusing format with 

schedules and the error vsas overlooked out of familiarity. We 
were wrong because the formats were identical * i„e they should 
both have been E3„ Further distinction would then be made by 
referring, if relevant, to the Schedule Number, music, etc. 
In the case of £3, the easiest way to distinguish the two 
would have been to call one of them E3y and the other £3z. 
(This is what we've had to do with E17, of which more later). 
Now that "E 4" has slightly changed its FORMAT , it has become a 
variant, and can be safely called E3A. 



Those of you who are unfamiliar with Morse activity, or- who 
live outside Europe (where the bulk of activity is 
concentrated) are less likely to see the logic behind ENIGMA 
reference numbers. The enormous amount of Morse activity in 
Europe has made this system the only workable one. As a rule, 
it is formats which ultimately identify the operating agency. 
Different voices can be compared to different Morse 
“fingerprints” , and are not part of the format. 



(CorvV-J 



3 



m* <® 



THE El 7 DILEMMA 






Rules tend to have their exceptions, but so far we've 
thankfully only identified one format which we suspect is 
shared by different agencies. This is E17 which* although 
using a female voice, has an identical format to E6„ To 
further complicate matters, E17 itself is almost certainly 
operated by two agencies,. One being the same as that 
controlling E6, and the other being 'pirated' and quite 
independent, and seemingly always using the ID (MOT a SN) of 
‘274', As all these formats are the same we can't call them 
E6C & E6D (E6A & E&B already exist), for they are not 
variants, #, E17 es arose out of similar confusion that gave rise 
to E4™ It is wrongly designated as it is actually the E6 
format, We've long realised this, but have bent the rules, so 
that it could be distinguished from "normal** E6, as its 
behaviour has been very different (moreso than -E3/E3A ) . fe've 
now been forced to distinguish between the two Ei7s by giving 
them y & z suffixes. E£», E17y & E17z all use the same format, 
so really we should call them E6 E6y & E6z * E17z is not 
really part of family la, but belongs to the 0 group. 

Another error we made was in the creation of M45, which shares 
the same format as Mi (and belongs to same family) - It has a 
variant (*145A ?) where the first message group is a stutter- 
group. Ml has no such varian t. M45 is very closely 
associated with a single particular S21 schedule* unlike Mi, 
and sends identical messages. So we have kept the M45 
designation merely to distinguish it from Mi - perhaps we 
should call it M(S21) or M(S2IA) “ As you can see-, naming is 
not as simple as it may appear at first sight. Any 
suggestions are very welcome, 

I agree that, this can cause confusion when using databases, 
but it can easily be overcome. Once used, a designator is 
NEVER re-used , and the old one (in this case £4) still refers 
to the nswly-named format, and would thus still be understood. 
It's a pity that a relatively trivial matter should stimulate 
so much discussion on the Internet, when there is so little 
which covers such things as message and traffic analysis, 
schedule numbers, site location etc. 

S28 - "The Buzzer" (Example of a recent message) 

"UZ8 76 UZ8 76" (not read phonetically) 2fig number read as 
e.g "thirty-eight’ 1 , 2nd 2fig number, (possibly 38 & 86, but 
not clear) "VOLJURA" ( pronunciation emphasised) followed by 
four further 2fig numbers (?5 21 31 ?3 maybe). All this 
spoken at normal speed, then spoken slowly what seems to be 
the more important part of the message: - 

"45144 Vassily Olga Leonid Juliet Ulyana Roman Anna 9541 3193" 
As the figures use a form of modified Russian where several 



us© identical vowel sounds and "oika/orka 1 
easy to be certain of some of those given, 
is then repeated (including callsign), 
resumes. All messages follow same format - only codeword and 
figures differ. 



endings, it is not 
The whole message 
and the buzzing 
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NOTE : For newcomers who don’t understand the logic behind the way the Station News is compiled, it 
is important to read the ENIGMA Booklet thoroughly. Also it is useful to read the previous Station 
News from the January Newsletter. Station News is not primarily intended to help monitors Bud 
stations - this would be Impractical - bat is mainly a record of any significant changes or new 
observations since January. In other words, it is news ! We are no longer matmefy listing SNs of 
certain stations as this serves little purpose, however, new SNs will be mentioned when appropriate. It 
is hardly news to report SNs for a station which constantly creates new ernes as part of its normal 
behaviour. 



M14 - The three M14A (dual message) schedules are still operating. The 71/72 group split is still 
common but other combinations are sent, the total G€ always being around the 140-145 mark. This 
odd characteristic is shared by family lb members, especially M12, mmy of whose schedules send 
single messages of 143 groups. This presumably around the maximum G€ that fits in the time allowed 
for its (commonest) 20min repeat sequence. However, M14A doesn’t send its repeats in this way - so 
why this need for such a restricted GC Why also, split messages into two in every transmission of 
these schedules. Normal, more short-lived M14s continue as usual - some still sent extremely fast 
(40wpua). 

E6 - Sending several longer than usual messages lately. A 245 group msg was sent on Mon & Tue 
5/6th July, which on the Saturday was duplicated by S6 (SN 245) - the first, time this has been noted. 
(The M45/S21 habit). This means that, at least two agents, one Russia-speaking anti one 
English-speaking, are using the same OTF/code books, to receive identical msgs. on different 
schedules. B6 regularly operates schedules seven days a week, but are usually quite short-lived. 

E17y Operates tom Cuba, serving North America (EnglisfespeaMiig recipients), therefore, most 
transmissions occur during the early hours in Europe. Behaves as others in family, except E17ss. 

E17z - Probably Ukraine intelligence, (OF fixes indicate this) thm not strictly part of this family. 
Always seems to use ID s 274’ whatever schedule. Schedules are hardly followed with any conristency, 
though. After a spate of erratic 1500/1600 region transmssloiis on 8180 or 10240, the latest likely 
report was of this voice ending a 50 group message at 0805 on 6280. If you come across the E17 voice 
k Europe, it is likely to be E17z* especially if strong & during daylight bonis. If the 274 call is missed, 
wait until the ending, when the DK & GC is repeated, for lately nearly all its messages have been of 
50 groups. 

G6 - Still operating its WEEKLY MON/TUE schedule - no others known - Summer 20/2100. 

S6 - See also E6. Busiest voice station of Family la. Activity noted on all days except Friday 
throughout day. Two very uniisual three group messages occurred in March on different schedules: 
25.3 1600 12650 '304’ & 293 1130 9145 v 831’. The "d-va" voice now predominates. 

V6 - no changes noted. 

S25 - CEASED OPERATION? It appeals that another one has 'kitten the dnsf! Having S rat 
dropped its intriguing A & B variants, then reduced its activity from daily to Mondays only, it’s now 
dropped those also. Possibly its schedule has changed, if so, it would be the first time; more likely 
extinct. But Numbers Stations are renowned for their unpredictability, so it may pop up again some 
time. 

Family lb - Russia 

M12 - Normal schedules come and go, often cydic & returning at the expected time tom their 
previous cycle in 1998. For details of special schedules 658 & 749, see artide in this issue. 



5 



E7 - Most schedules change freq. Sc SN monthly. Most activity MON Sc WED, European early 
mo rning Sc evening, This schedule for April-July only (evenings only listed * 2100); - 
April 9982-8189-75?? 915 
May 12178-10774-9??? 17? 

June 13384-1 1424- 103? ? 343 

July 12150-1 1490- 104?? 144 (winter schedule UTC+1) 

G7 - MON & SUN schedules - European evenings Sc early mornings. 

$7 - Most activity on MON Sc TUE. Most active voice station in family lb. 

V7 - Becoming more active md messages sent more frequently (longest since Jan being 107 GC). 
Active os MON, TUB, THU, ERL On 4th March a parallel of 11291 was noted with its normal 
March feq of 12202 - probably m error. SNs Sc keq change monthly. 

Tue/Thu (mornings only listed - summer 0600, winter 0700) YEARLY cycle: - 
Jan 90724(^72-11772 047 Jul 11461-12061-13361 403 
Feb 10656-11556-1.3456 654 Aug 11166-1206643366 103 
Mar 11602-12202-13902 629 Sep 11542-12142-13442 514 
Apr 1 1 107-12207-13407 124 Oct 11487-13387-14487 434 
May 10713-12213-13523 725 Nov 10233-12133-0533 215 
Jun 11149-12149-13849 118 Dec 905240252-11452 024 

XPH - Still busy on TUE & FRI 06/0700 20/2100 

Faggttjy 1 c - see Buzz page 

Family II - USA - this section follows later 

Family HI 

M3 - Massy schedules hut little traffic is this fomiiy’s motto? What traffic the^c is, is very often 
identical to that sent on the same schedules exactly a yeai/2 yeais/3 years.., ago - so what are they 
playing at? The weekly 503 schedule, like a -few outers, h«» never sent a message, yet carries on 
regardless. Unlike most others its frequencies are mem - do not change seasonally; WEEKLY - MON 
0800 10620, TUE 0800 10720. Why use two different fseqs lOOffiz apart? (a habit peculiar to 503 
alone). 287 (another null msg schedule) is at present operating its longest stretch so for, and may sot 
have gone by the time you read this: DAILY 1630 (at present os 7256 [yes?], but will mm move down 
= you’ll have Sioiii to find it!) Special ID 121. follows no itplsr sdjcduls, operates is* fiurt’res’, and 
always sends new traffic, or at least it did unial 0930 on 23rd March, when its very first null message 
was sent Two days eariier on the same feq (5365) at 2000 it had sent a 36 group message. A recent 
121 message of 54 groups, happens to be within M3 ? s Topical GC- range, but with. 121 this is likely to 
be coincidence, as this is the only ID which docs not conform to this rule. No M3As noted this time. 

Ell - Only one schedule at present WEEKLY TUE 1300 9950 (183) 
although 187 Sc 231, active earlier in year, may still be so. 

Gil - No reports for a while. If it’s not present, it won’! be the first tune and is sure to re-emerge 
again. 

S11A - Still only 1st WED of mouth ^’(at present on 5180), however. Special ID 421*, normally 
used by M3 popped up with a Slavic message on 26th March on 5180. This is the second instance of 
Morse Sc voice sharing an ID - normal-scheduled '4%’ shares with GIL 

Famil y VI - Germany - this secrion follows later 

Family VII 

M17 No changes. Errors unknown in this family, easiest schedule to receive here is WEEKLY 
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WED 1900-204$ on 341039104740kHz 

El - No changes. Just two schedules per week. 

Family IXa - G^h/SI(w,&kja 

M7 & M10 - M7 still behaving as normal. One flopped up oe 11002, yet another old OLX frequency - 
interesting to see that the Czechs are still making use of these freqs. M10 schedules operating at 
present are (listed by AN): 571+275aIt532+049+ 435; 633+801; 968+417; 249aU619+07! ; 434; 853; 
074+431; 127+ 801; 186+450; 127+801. For the first time, a DAILY regular schedule began May 1st 
and continued until 21st June, now reduced - sending different messages each time, to both 071 md 
(alternating) 249 & 619. Another oddity was a change in the very long-lived 571/275/049/435 schedule, 
where AN 275 began to alternate weekly with new AN 532, then for a while, back to normal, and now 
alternating again. This alternation of ANs was first noticed with S10D. M7 Sc M10 are avery 
busynetwoit, and longer messages are becoming more frequent; it makes one wonder why the Czechs 
need to remain so active. 

M10E - One schedule follows a strict 4 week cycle, commencing on THU and ©ontmuing DAILY, 
ending oh TUE. Like SIDE it always sends tour snsgs of 15-22 groups each, never openly repeated. 
Next cycles tor these two will commence on 2nd & 30th September. Three other schedules operate, 
each sending a single m&g of 20 groups, never openly repeated: MON/WED/FRI 1400. DAILY 1655, 
DAILY 2100 - April -Jul freqs are:- 

1400 1655 2100 

April 9950 *3066 9128 
May 10323 13415 9930 

June 10747 13326 10??? 

July 10672 12962 10840 

S10E - Same transmksion cycle as 28-day MICE and same number of messages, but fixed freq. 10642 
at 1300, It k difficult to see why S10E doesn’t adjust its freq. according to seasonal propagations! 
needs - especially seeing that MICE does this. 

The latter two variants are probably operated by a different agency to other members of hamily IX - 
possibly Slovak intelligence, if so, they should be in their own family. However, it is incorrect to fetor 
to S10E as the 'Slovak Man 5 as the language used is identical to SI0D, S17 etc - Czech. Slovak 
numbers are virtually identical. As always, this family k difficult to disentangle. We mustn t forget 

that OLX (M6/S5 etc) was once the major Czech player. 

Family IXc - Czech/Siqyakla 

M39 - Activity as erratic as usual and at similar levels. Reporting details would serve no useful 
purpose. 

S17C - DAILY 1250 819Q//6945 (Changed its 9385 parallel to 6945 on 29th April - perhaps just for the 
summer). A feature on this station is long overdue - perhaps next time! 

gggjl fe X - Brit ain - this section follows later 

E3 & ESA (formerly E4 - see Note on Station Naming in this issue) 

FjmfcS 

M4 & E23 - Both rigidly following same schedules as last given. Since its suspected move to Poland, 
signal strengths in Britain are much weaker than in the 'good old days* of Swedish Rhapsody. The 
change to E23 came some time after the move. See also note on "LQLO* in Letters pages - more 
evidence of a Geiman-laiiguage origin. In the 60s this station is reported to have operated from the 
Swiss/French border area. 
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Family XII - this section follows later 
Family XIII 

M29 - MON/TOE 0805 (R 0835) (up to mM-Jrae 0700 R0730, 1300,1330) & DAILY 1700 (R 1900) - 
freqs change monthly, non-text messages weekly (Qct-Mar UTC+1):- 

(o um 

April (6550-6650) 65904490 

May (6770-6870) 66404540 

Jane (66604760) (see G4) 

June 6480-6580 65304470 (note not 100kHz apart) 

juiy NF 6660-6510 (same as 1998) 

G4 - Tile long-established Sunday schedule now sends the same messages on THU at same times. 
Other schedules exist but seem to be short-lived. Normally, the Sunday message is changed with each 
calendar month, however, on 13th June a new message was sent (i.e. two in the same month), and on 
the next day the expected M29 at 0700-0730 on 6660 did not appear. We speak of these m "messages* 
but really they cannot possibly be in the form of normal text, due to their uniquely non-random 
structure. Sunday schedule freq, use 1996 to prese.it:- 





18S6 


1252 


1998 


im 


JAN 


3227 L 


3230- 


3255- 


3415 + 


FEB 


3409+ 


3245+ 


3263+ 


3905+ 


MAR 


3419+ 


3275+ 


4435+ 


4520+ 


APR 


4581 + 


3936+ 


4745+ 


5310+ 


MAY 


4165- 


4245+ 


5410+ 


5570+ 


JUN 


4340+ 


4376+ 


5730+ 


5720+ 


JuL 


3935- 


3930- 


5840+H 5680- 


AUG 


4165+ 


3935+ 


5755- 




SEP 


3930“ 


3915- 


5310- NOTE: Repeats sent 


OCT 


3280- 


3315- 


4685 


100kHz lower 


MOV 


3270- 


3265- 


3945- 




DEC 


32854 


3255 - 


3380- 





Faroilv XTV - Russia 

Ml - The "A" network’s deviation from the once Typical GC of 40, is becoming the norm - GCs of 40+ 
ate virtually unknown nowadays, yet -GCs as low as 30 are quite eomsnoa. M1A/B (EoMs) ©cmtiniKe as 
usual with their peculiar 2-way formats, bnt again sending normal messages on last Thursday in June - 
their hoiidsqr period?! "B" network schedules at present are: MON & WED 1718 5220 719, MON 2010 
5815 729, THU 1505 6823 168, THU 2032 5737 931, FRI 2105 5325 871, Sat 1605 has been dropped. 
Others may exist. A unique MIC transmission (two-way split foeq -like EoMs) was logged by Geo 
(Cumbeiiand) on 14ih July at 1045 on 9143, ending at 1123. This was unique for several reasons: anti! 
then, the highest recorded Ml frequency has been 7434. It also contained messages of more than the 
usual 10 groups - two messages - GCs 33 & 30. Our booklet entries will now need altering! 

M45 - Now becoming well-established as SN '074’ on 507^//5474. 

W EEK LY TUB & THU 1702. Excellent hand-keying. 

S21 - Since March its '323’ SN (3323//3S23) changed to '455’ (4455/(4854) - this is the schedule whose 
messages are 'mirrored’ by M45. WEEKLY TOE & THU 1742. Other S21schedules do not have 
M45 clones - no other M45s have ever been found. 



Faj fflly XV 

M13 - See Prediction Chart in this issue. As active and secretive as ever. 281 has "reappeared" after a 
long-imagined absence of many months, at a new time of 1300 (July 8078), yet its message serial 
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numbers indicate that Ifs been sending a new message eveay mentis. All Morse- schedules change 
frequency monthly, and often these are difficult to find, as they cm appear anywhere, md have a 
particular Hiking for hiding away in busy maritime bands! The special 590/261 schedules shares these 
two $Ns, using 261 for short messages (arcrad 23 groups) and 560 for long messages (typically 50-80 
range). There seems to be no rational explanation for this - serial number’s take no account of the 
different SNs, continuing as normal. 

E1S - A special txmsmkskm of the mm a! 307 SN occurred at m unscheduled time on SAT 5th June at 
2100 on 8025kHz. Using message serial number 138 this sent a record 360 groups. Delivery is so slow 
that it took one hour 50mk to send. The message was repeated same rime/freq cm SUN. (These days 
are not normally scheduled). The normal schedule followed as usual on WED 9th (R THU) with the 
next message number of 139, md another message of '79 groups. This ranks the agency behind this 
family as sender of the second longest message since ENIGMA began, (the longest being Family Vs 
two massive 401 GCs). The "shaded SN" habit mentioned above for M13 also clearly applies to voice 
members as 307 which normally sends "long” messages (over 40 GC) expected on WED 14th July at 
2100 on 8025, appeared as 269 md only sent 22 groups (MSN 140. There was no repeat on the 
Thursday but a new message (MSN 141), this time 88 groups, and back with the usual 307 SN. 

G22 - 2nd & 4th TUE (& WED?) of month 2300 6478kHz. Unlike M13, freqs. don’t change monthly, 
but less often, perhaps only for Winter/Summef. 

Family XVIII - Cuba ( see feature m this mm} 

M8 - More active than V2. Repeats are usually sent m hour later, as well as sending again on at 
least two other naired time-dots. Each time the last figure of the message’s 5fig header is changed - 

1A3. 

V2/V2A - Most activity heard in Europe 0100-1 100. V2A (iked GCs of 150/150/150) is much mom 
common than V2 nowadays. 



MI6 (8BY) Stall follows usual hourly schedule daily ai Ih- 40, on lour parallel freqs. as it has been 
doing for at least 15 years, sanding addressee lists. Hew do these addressees receive tbdr messages? 
Interestingly, m 1984 a dinbrent callsign was in use, but equally bogus; XE6 - Perhaps the Mexicans 
complained? 

MSI -* Tac busy European agest-nisnisag station ss as -ssciisiafels as always. With such a seemingly 

unpredictable schedule of seemingly endless 100 group consecutiveiy numbered messages, the big 
question is how do the recipients know when and where to find the transmissions? 

0M23 

Schedules are coining and going yet 579 keeps on and on twice daily, and still hasn’t sent a message in 
over two years! Somebody out there must be listening to it Seasonal frequency changes are unknown 
with M23, and nearly all schedules are DAILY, nominally at least. 

Another stable schedule is the uniquely-organised 7795, but so new messages have been sent for 
months; the same ones keep being sent over and over again - first sent in January. Not only does M23 
have numerous variant formats, but it also seems to have many "modes of activity". Since January 
there have been an increasing number of (all-even or mixed 3fig SN) null message transmissions which 
never materialise into messages, but just cease frasssmissron after variable numbers of daily sendings. 
Either these traissimssions were never intended to send messages and merely act as status indicators, 
or recipients listen to them daiiy in readiness for a message. 

As well as 579, three others aie running at present: 160 (1800 10475//?), 320 (2000 10015//?) <& 222 
(1700 11347//?). Only 579 has two daily time-slots, and this one may also be the only user of two 
parallel freqs. 
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As fear as we are aware, there have freer* bo "normal" M23 messages sent this year, despite frantic 
activity. This is not usual for M23, but nothing usual with this station? Why has time-keeping on the 
7795kHz schedule become worse? Calls have bees commendisg at anywhere from 0912-0935, Sc 
similarly for the (nominally) 1500 transmissions (one began 17 minutes early?), yet the other schedules 
age never this bad. 



Occasional erratic operation as usual. 

0 M4Q (fomasriv M53) 

Still operating smoc schedule (1.0620 at 2000/2100) bat poor propagation to UK at present. Less traffic 
being sent, md messages now sometimes repeated on next day. likely to move to 8231 or 6820 in the 
autumn. The ID (747) can fee treated as a callsign as it has never changed for years. 

QM52/56 

On 22nd February a new valiant was operating: 13:8754% 875496 875496:10:222 AM (2100-2200+ 
4977). On the next day (sajuse fteq/fosse) it had become 08:179780 179780 179780: 12:29:222 AM. The 
final triplet has never been logged before. A most interesting and detailed report was received from 
Germany os this very strange operation, lids will form foe basis of an&rticle is the next issue. 

0 M76 - see feature m._tfek_is.§ue 

Due to propagation aad the reduced summer schedule frequency of 3280, this station is inaudible at 
present in UK, le foe autumn it should begin to reappear on 3824kHz. 

0 M78/XFL NEW DESIGNATION (s^agso ^Ll 

This new oddity started in February on 8100, and has recently moved to 8140. It began by operating 
WED-FRI on foe hour between 0700 & 1400 or mmUmdsm of these. Now more eirarie* out can fee 
heard most weeks, often at several bines daily and op various days. Transmissions were at first all 
ISaaifi duration, but new they can also be 30mfo - changing mode or bre ak in g for a short period at 
h-f 15 . Three modes exist (so far): ICW Morse, standard 850/50 FSK or AM iow-pifolied Polytone 
(XFL). Only in a couple of early Monse transmissions was anything appmaching intelligence sent: one 
repeatedly 455 SB 99005 pause, and the other ended a mnntkag series with 11111 22222 
1877786 = = = 8 0CMMM) 8 11111 8 77777 8 00008 (at 1015). 

Usually foe transniisskHB send merely idling signals, i.e. Counring repeated^ in auto-Morse: 11111 
9993ft 33333....00OO0 (or a new variant: 12345 67890), RYs or 64s in Murray code or what appears to 
be a repeated 3% number in a slew iowp foa isfl roiyfoiie. If they are merely tesriag, they are taking a 
long rime- over it Perhaps foe mode itself acts as a status indicator of some kind. Why bother 
changing foe counting style otherwise? 

M79 - NEW DESIGNATION 

On Friday 5fo Mardi at 0800 on 5120kHz, the Mowing was sent repeatedly for 5 minutes: ===== 
06281 06281 ===== (using a short zero). Not heard since, this seems to fee some kind of "eontroT 
type station. Any reposts welcome. 

CLM& 

No great changes in foe murky world of Single Letter Traassmssfons, Some rime ago, foe f&mMm 
chirpy "L" moved from its long-mhabatod 3091 spot to an adventurous 3339kHz. All others behaving as 
always. 

0 Bit) - Israel - this section follows later 



(0 



0 E15 - Eppt - this section follows later 
0 ¥13 - Taiwan - tSiis section follows later 
0 V15 - N. Korea - this section fellows later 



0X6“ Russia ~ Hsis secdoa fellows later 

Nothing to report, except that these timeless ditties are stiitvery mum with m, and as unpredictable as 
ever. 

0 XPL - (see also M B) 

This low-pitch Polytose may or may not be connected with m identkal-soimding signal which is 
associated with a distinctive hand-keyed 'pkaxrio-type’ tr&ijsimssion whidi has been heard erratically 
over the past few years, in this present case, thc^agb, it is part of M78*s repertoire* 

Note - All statiosss listed in Jaituasy’s Newsletter, hut not listed here, are either still active or presumed 
so, but no changes to report, mainly due to lack of nromtoring. 

************************************************************** 



Lanivei. Near Bodm in 

We have received reports that the former BT poiat-io-poiat HF transsaitSiag site la Cornwall has been 
takes ^er by Merlin, lias anyone aay ides what service is feeing provided there, and of the nature of 
its transmissions? 



NETWORK SYNAROllQUE ty Captain Way II 

A Hermetic (no direct connection with "Hermes" DF loops as used by GCHQ etc!) political network 
involved in various covert propels: politically pro-Soviet, Easts rntst asse Eurasian. ijonoiicfs ewimetic, 
occult scientific research over a wide range. People of a tike mind, and with an interest in potting 
their knowledge of intelligence matters to work, please contact ENIGMA, (addressed to ENIGMA - 
N.S.) and year letters will be forwarded to the British Section oipmiser. 

J 111 31/1 2/3 333 15/3 111 17/3 14/5 26/6 959 

DZ - 111 28/1 24/2 23/3 20/4 23/5 21/6 723 

PQ - 000 

064 - 05397 65399 52765 87942 09863 
56448 34153 54989 90697 23343 
32666 76722 74892 05604 87118 
16477 85691 00543 64326 74547 
63822 09872 54362 16477 38502 
23411 65739 70704 37343 66111 
13 266 90700 16940=33 

633 - p 136/27 lAng-31Dec 

718 "TEMFUS OMNIA REVELAT" 

849 - Use standard Vigeneie, alpha shift-1, apply key phrase: "TEACH ME HOW TO NAVIGATE 
SAID ALICE", alpha shift+ S = plain text (109 words).... Hermes will lead the way! 
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E5 CX)UNTfNG STATION 3/2F ENGLISH Before we start om report on E5 we were sent a 
p{totoco|»ed page tom an. Matasw® book which referred to rommumcatioBS with agents in denied 
areas. The article about CIA training mentions the effective use of encoded radio transmssriaua to 
agents, which can be heard on ordinary boms radio®. Elaborate signals systems can be established to 
indicate safety, danger, discovery, loading and unloading a dead drop, request for meeting and 
postponement of meeting, interestingly the document is dated May i960 and the training centre is 
given as Camp Peaiy, Virginia. 

We received several letters asking about E5 transmitter sites. During a recent visit to Baribrd St John., 
Oxfordshire we noted that three separate schedules (several of which were very strong in the UK) were 
flat coming tom this US controlled site, (See more details about Shis site in 'Bum' section). However, 
we can confirm that some of the transmissions we hear m Europe are tom a site at lingers near 
Frankfurt Airport, Germany. We have received two reports of visits to the site which are detailed 
below. 

The first report - LANGEN "The transnaifter site is located .in a forest between Walldorf and Langen, 
south of Frankfurt - about 160 degrees tom Frankfort Aiiport (terminal 2). (Some earlier intelligence 
reports named the site as Egelsbach). I visited the site travelling by train to Waildoif, and then on foot 
to the location. The site is surrounded fey a barbed wire fence, but at souse points the barbed wire is 
missing, or rusty. There are signs s Dmsger~Bigh Voltage” which presnmnbfy referred to the antenna 
rather than the fence. I counted 9 horizontal fog-periodic antenna (2 different types pointing in all 
major directions), 4 rotatable vertical log-periodics (at the time of my visit, 2 were directed east and 2 
to the south), 2 imcrowave links, and 2 vertical ihornbics (one oimdtoction&a). The antenna had ho 
aircraft warning lights. I walked the whole perimeter to check what was there. During my visit there 
were just two cars on the site. The antenna feeders lines are subterranean and ventilation exhausts are 
visible, possibly lor air coded tmnsmitteis. The pathway I walked was not secret in nature and was for 
use by pedestrians and cydisis through the test On Monday morning between 08.15 -09.30 GET I 
noted five people passing the site by cycle. And I also noted one car tom the "Forest Authority". 

Later I had a look tom the "Henninger Tower" (named after and built by a local brewer) in the south 
of Frankfurt. I could nest see the site, but must admit that I had no field glasses with me, or a detailed 
map. Also, the conditions were not perfect for viewing. % coinddence, the person selling the tickets 
was an American! (He listened to AFN)." 

Our second report is broadfy m line with the first. - additional comments are as follows. The signs on 
the mad read "FRfVATWEG (Private Road) and "WASSERSCMUTZGEBIE’F 8 (Water unetniy - 
nature reserve). The gate itself shows no address of any kind, just an electronic keypad-entry system 
showing the word "cypher” an intercom system and a steerable camera watching in and outgoing traffic. 
A couple of small buddings were cm the site but l believe there are some subterranean intosiructnre 
as well, as I saw and heard 3 huge ventilation exhausts coming tom the ground. Only two cats 
(Renault 19 and Opal Com) with German number plates were inside the premises, no persons could 
be seen. A sign that read something like - "DURCHFAHRT GESPERRT - US 
MILITARFAHRZEUGE FREF (US Military Vehicles Only”) was noted. Transmissions that were 
heard coming tom the site were the 09.OO UTC traasmi^sons on 11580/14448/14655/15822 md 20.00 
UTC 10423/10527/12198 plus several 10 minute PSK tmmmmms at irregular intervals." Our thanks to 
our two contributors for this information. 

Traffic levels have remained high during the last period with many schedules changing at the end ©f 
March. One schedule is heard well in the UJSA. and Canada - MON-FRI at 00.00 on 464W/5046 and 
may be a training transmission. A transmisskm was also noted cm SAT at 01.00 11491//14221 with a 
235 group message, which cut ofi abruptly at Q150 without m ending. The present maximum group 
count for normal traffic is 215 down tom the previous 225 groups. Another unusual combination was 
heard on SAT at 18.00 operating on 5315//4445 kHz. These are very low frequencies for E5 in Europe 
which normally does not venture below about 5.8 MHz. 

Some other unusual transmissions have also been noted in the afternoon period is Europe, however. 



these have m t restricted themselves just to dais part of the world. A report from Japan has noted 
similar strange traasmissiom m those heard m Europe. Oar monitor writer "Use E5 Ooontiog Station 
started at 08.00 m powerful AM (AM conspstsble/reduced earner USB mode), suddenly at 08.16 the 
earner went off aft. At 06.19 numbers started in foil carrier AM until 08.24. At 08.26 k puine USB 
inode until 08.30. Uses at 0831 in AM until 607, at 08,40 in AM until $8.44. Finally at 08.45 into 
USB until 0830. This tiansnrisskm was noted cm SUN on 18185//17641." These ’tests' would dlmmt 
cestainfy be old tapes or random generated numbers used in order to check in a target area, perhaps 
received at an embassy - with the readability results fed back to the control centre. 

~V5 COUNTING STATION 3/2F SPANISH - Continues to be heard well m the U&A. but less so in 
Europe. All transmissions reported are operating between 01.66 and 04.00. (Incomplete). 

01.00 MON WED FBI 13452//15650 

02.00 THU 14421//11491 

03.00 MON TUE THU FBI SAT 10665//11491 & 123G0//14421 

04.00 MON 6802// 11491 

FAMILY VI - BNP 

E16 - 2 LETTER - ENGLISH - The only report we have is of Alpha Uniform (AU) which made one 
of its periodic appearances os 4821//4888. No other E16 are reported to be active at present 

G16 - 2 LETTER - GERMA N - The German language version G16 is stall holding on by a thread with 
only Golf Kilo (GK) and Whisky lima (WL) carrying the flag for the BNP. GK is the most active and 
is operating os WED at 20.00 & 21.00, Fill 19.00 A 7230, SAT 0130, <& SUN 2030 - frequencies 
change depending on time of year (see foil list m Booklet Fast 2). Tisjusc lor GK is sent to ANs 316, 
477 Sc 571. WL Is heard well In tee USA, on SAT & SUN 04.OO with traffic for AN 522. Messages 
are often ’carried over’. On the whole, either traffic is general is down from the last period or we have 
received fewer reports. 

E 3 ’LINCX>LNSmRE POACHER’ - According to a report on Glen Hausers S w /D a programme, 
WWCR (Worldwide Oiristkm Radio, USA) are relying piugramsies tons Itetssan (Fans) Radio 
International (a prcnxHiraiiist outfit outlawed in Iran) at 13.00 on 15685 kHz. This should give the 
Iranian jammers which attack IP on 15632 kHz two targets for the price of one - good choice of 
frequency - not 

Some feedback has been received concerning the use of the site at AS ins, Egypt to transmit E3. The 
mystery is however act solved! We toe been in contact with Rumen Pankov in Bulgaria who is a 
respected expert on clandestine broadcasts. He states that Voice of Human Rights and Freedom for 
Jim was tmmmU&d tons Egypt and also possibly tom Israel. The station used the frequencies 15683 
and 16085 kHz, and the station was jammed fcy Iran (around 12-14.00 UTC). He did not however state 
why he thought E3 was coming tom Egypt Can anyone remember having heard VoHRF interfere 
with E3? 

Meanwhile, Scott Hitter (a tamer US Amts Inspector), writing in Ms new book. Endgame, says that in 
the mid-1990s MI6 pushed the OA to shift its support tons the Iraqi National Congress (INC), which 
was recruiting an anny in Kmdish-held northern Iraq, to the rival Iraqi National Accord (1NA), which 
was based in Jordan. Mr Ritter describes the INA as a "creation of the British MI6” and says it 
consists of "former military personnel who had defected from Iraq and who were hoping to take 
advantage of theft old contacts at home". The book records the IN As Med attempt to get members 
of the Republican Guards to stage a coup - a plot that was Med in June 1996 when the Iraqis 
intercepted CIA-supplied cammiimcations equipment 

No changes to the schedule published on page 68 of Issue 16. Transmissions (and jammers) continue 
as normal. Traffic increased in February - which was the most active period for some years. 



<4 



H3A) (formerly H4) 'CHERRY RIFE' - No major changes. One repost kdk&ted that a iwmi 
traissmis^osi had bees noted oa MON April. 19th at 13,00 on 13199.9 kHz, this is a previously 
unknown frequency for this station, so may be worth cheeking out in future. 



Schedule at present is still MON-FRI only. 



00.00 


174SW22108 


10.08 


20474//23461 


19.00 


17499//22108 


01.00 


19884//21866 


11,00 


17499//23461 


22,00 


15624//17499 






12,00 


17499//23461 


23.00 


17499//22108 






13.00 


17499//221GS 







E9 MAGNETIC FIELDS - No reports received - possibly inactive at present 

VB EASTERN MUSIC STATION - The transnrisskms continue along with the usual collection of false 
starts, breaks in transmission, low modid&tioii and strong carrier. The regular slot is 6645 kHz at 19.00 
m Winter and 18.00 m Summer. The nisi SAT of the month is the only known schedule with a 
variation in May when the station appeared cm the second SAT of the month (May 8th). The use of 
the second SAT also occurred in AUG 1998. Worth checking if you do not hear the station on the find 
SAT. 

Some time ago the there was a* airing of the transmission on the first FRI of the mourn at 08,20 or 
09.20 on 11290 kHz. is this still the case? Possibly due to the operator completely mangling the old 
musical introduction (1) a new one was introduced for the April broadcast Christian (Germany) tells 
us that he made a recording of the music and as a copy is his archive - kith the Arabic release as issed 
on sir and also the European release. More details to follow. 



The following gtatieps would appear to be indlvidisals^ and show no sign of 

G - EiO PHONETIC A1 j PHAEEI.zNAI # ^ <*n frequency 

usage by this vast network of stations, if you have any new active frequencies or caHrigns we have not 
covered please let us know. An kteresring report appeared ia ’(fomsmBkELrior/ the journal of the 
British DX dub. Gates Zahal (Israel Defence Forces Radio) has bees noted on 6442 kHz around 
0030. The last time this station was noted on SW was is the- sussmssr of 1995 when it was heard on 
8127 kHz. It later trsnspfred that this was caused by csoss-modul&tkm on the transmission of E10 
station CIO which ran an open earner os the frequency. According to the report, Galei Zahal replied 
to reports but did not verify them. (Hans Joktson/Ombre DX). 

Several new frequencies have been noted since the last period. IMS was noted oss new 4015 kHz. 
ZWL was heard on June 9th at exactly 5 MHz, a most peculiar choice. ZWL sent nothing other than 
the ftftlteign contkuousfy and was monitored between 1930 and 21.00. It is also reported to be active 
on 14000 kHz waking with tansssamiems from E15. The usual collection of message strings have also 
been present 



MTW 


D023Z80 


KPA 22R58B23S1445 


ao 


33F46P14L1388 
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DQCZ801200 
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KED145LG 


VL816R54B28DI399 


HNC 


N 



Q - E15 PHONETIC ALPHABET - PRE NATO Revelations in the last issue that this station was 
transmitted bom Egypt are now confirmed, Costas (Greece) sent us a copy of the following - RegTP 
Konstanz (German Telecoms.) the "input” -office for the German Intruder Watch, have reposted to 
DARC Monitoring System Intruder Watch that they have pin-pointed the net starring at 14.00 and 
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17.00 UTC on 14000 kHz wills the spoken amnoiMcemesiSs m SSB -USB "Frank Young Peter” Mowed 
by spelling scrambled messages: The station is located m the Cairo vidaity. RegTP Konstanz have 
informed their headquarters in Mainz to launch m International Complaint against this offender". 

The official complaint seems to have gone is the bin! Egypt is not for mewing. The station is still 
rising 14000 MHz at 14.00 although the signal m the IJJL is very poor bat reported by a reader who 
recently visited Greece "as very strong". 

Present schedule .is as Mows - (please note start times can vary somewhat and sometimes the station 
just does not appear). 



11.00 


BEC 


18000 


17.00 


FYP 


14000 


12.00 


USP 


17503 


1730 


OSS 


5834 


I230 


MSA 


11170 


18.00 


USP 


5834 


13.00 


BEC 


11000 


19.00 


SAR 


4130 


14.00 


FYP 


14000 


20.00 


NAS 


5530 


1630 


MSA 


6716 


21.00 


OSS 


4130 



O - VB NEW STAR BROADCASTING The states is active on 8300 9725 11430 13750 and 15388. 

In Europe the signal can sometfmes be heard in die afternoon period on 8300, transmissions 
commence os the hour and at 4=30, the signal is also oecsrionaily acted at 22.00 asset 23.00 also oss 
830O. Our monitor Takas hi (Japan) played a tape recording of the station to a herb doctor, a native 
Chinese, living in Nagasaki. He commented "the station is using pure Mandarin. (Not Cantonese) It is 
difficult to distfegmsh between tr&iasimttiiig site, Taiwan or Mainland Girina. Female announcer is 
speaking Mandarin fluently, no accent heard." The strongest frequency in Japan is 13750 which is 
beard with a distinctive hum on the carrier. 

Q - V15 NORTH KOREAN - VTA RADIO PYONGYANG See farther mfoxmalkm ftmeenaing this 
station in “Simon Mason. Writes" column in this mm . Numbers can be heard in Japan on MW 621 
(Qtongim 500 kW), 657 (Kaagaam 1500 kW) 9 702 (Chanmrn 50 kW). 721 (Wilwon 500 kW), 855 kHz 
(Sangwos 500 kW). On SW active frequencies are 3250 4770 5715 5873 6215 6400 ( Fymgpmg 
S between 50 and 500 kW). Is Europe some of these may be- heard in the affemoonMd to late - 
evening period. We have also noted numbers os 9335 at 16 JO ending at 16.46 with a fair signal. Some 
number tras^nrisskiias have recently bee® noted commencing with Korea® pop songs! Ending with 
"Thank you" in Korean. 

Q - V9 CHINESE A popular frequency for this states is 10750 kHz which has been reported from 
Japan and Australia. T he parallel has now bee® located on 6885 kHz with traHssri^loHS at 16.00 and 
1730 UTC, but not daily. Translated indicate the following aimouncement: "All stations, this is 
Gangzhou. We are waiting far your messages”, ending with "Thanks" in Mandarin. If the 
aanoimcements are a true indication of location then the station is transmstriog from Gangzhou, China. 
See comments re- V22 below. 



Q - V16 CHINESE - A possible V16 was reported by Alan (Cambodia) - Female voice in Chinese 
noted on 13680 (miring with Media Network One) - 15.02 - 15.05 repeating (translated) 'All receiving 
stations, there are no reports at present Transmission cancelled’ ended, ’Please stop listening, 
goodbye’. 



Q - ¥22 CHINESE This static® is active on 6464 and 8375 kHz but the transmission times are 
different Translation of the annenneements are "All centre stations, this is Beijing calling” sent for 5 
minutes at opening. Ends with "Thanks". Language is Mandarin. If the amionncements are a true 
indication of location then the station is transmitted from mainland China. Curiously, the signals are 
affected by jasaisiBg from ass smkscwp* source. 6464 kHz commences at 17.00 UTC (East Asian 
Midnight and are not daily, 8375 kHz operates daily other than Sunday, and commences at 1129 UTC 
with messages at 30 minute intervals until close at 16.15. 



An unidentified station possibly in Chinese was noted at 13.38 on Feb 6th on 3420 kHz repeating a 
short message. 



O - X6 THE 6 TONE REPE ATING These signals contmtse on showing no responses to ’current 
affaire’, despite suggestions that almost all the X6 transmission end without a message. Often up to 3 
’airings' of the same tone sequence will foe detected within a one hour period. We have passed a copy 
of the comments made in the last issue to om of our contacts and hope to have more on this later, 

OTHER ITEMS (ENIGMA REF note yet allocated) - We have had several reports coBwnring a 
Female reading numbers on 2136 kHz at 07.00 SAT/SUN for 5 minute periods and also cm MW at 
1122 kHz during the daytime at H+ 10-12 and H+4G-42. The language is reported to be Czech. 
Consecutive number groups such as 50-59 have been noted. Indications &te that the signal originates 
from Hradesin, 12 km East /South East of Prague. Our source comments "God knows what station this 
is". 

Meanwhile, in Japan several CW stations using tactical callsigns such as 6FXJ* U7AF, L9CC etc are 
occasionally heard. These are believed to be Osinese Navy among utility monitors m Japan. Our 
monitor asks if these are some form of numbers transmission - see similar comments re- 4XZ - Israeli 
Nsvy (?) in oar E10 feature this issue. 

- Thanks as always to all oar readers for your letters, e-mails, logs nows and 
information. We would also like to acknowledge The World Utility News (WUNj, US based “Spooks 
Group" and their contributors. 
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Ml 2 Special Schedules 658 & 749 - and their recent relatives 



ky i*i C. 



Unlike all other M12 schedules, which are cyclic or fixed term, this station also runs 
two permanent schedules, using SNs 658 & 749. These appear to be sending general 
messages to a large number of recipients spread over the whole of Europe and 
probably further afield. As well as being linked to one another, they sometimes share 
their message traffic with "subschedules", which at present are numbered 135, 257 & 
963. 

This article is only concerned with the period, January to July of this year. Until mid 
February, no subsidiary schedules seemed to be operating. 135 appeared on 17th 
Feb, 257 on 23rd March and 963 on 10th May. Urey have all continued ever since. 
135 & 963 were operating last year, but no as part of the 658/749 schedules, however, 
they were sometimes sharing messages between themselves, so they probably relate to 
the same mission/purpose. 

Present times &- freqs are as follows (ALL WEEKLY):- 



Primary Schedules (Permanent! 

658 - WED(C) SAT(X) W2100/S2000 6934 (* see below) 

FRI(Y) S170Q 9436 (only noted 21.5) 

749 WED \V0730/50630 6782 
DAILY W170Q/S16Q0 6782 

SUN, THU, FRI, SAT - all always null 
MON - msg A 
TUE - msg B 
WED (both) - msg C 

(Some other freqs & time-slots were in use previously, e.g. TUE 1430 14922: 749; 
TUE 658 slots etc. Also 3fig DKs and low GCs were common - once as low as 35). 



Subsidiary Schedules 



135 - MON(A) WED(C): W1900 4792/S18Q0 6782 
257 - WED(C): W19OO/S2000 9040 

963 - MON(A) WED(C) THU (indep.): S1650 13543 (Winter not yet 

known) 



Frequency Triplets 



135: 6782-7657-8173 
257: 9040-?-? 

658: 6934*-5888-? * Recently 6915 has been used - 

749: 6782-7657-8173 an error maybe? 

963: 13543-7-14874 



AH messages use a standard 20min repeat sequence, which limits their maximum 
length to around 155 groups. 

Messages 

In a typical week, four messages are sent, changed weekly, which I have called A,B,C 
& X. See above for scheduling arrangements of these messages. Messages, A, B & 
C are all shared in various ways, and all associated with 749. 658 is only associated 
with shared message C. Message X is unique to 658’s Saturday transmission and 
never shared. Message Y was only noted once, on a non-standard 658 schedule. 

The vast majority of messages sent over this period have been recorded (91 out of a 
theoretical "shared" 117, assuming four per week). From these logs we can see that 
the subsidiaiy SNs have repeated primary messages (A,B & C) each time, with only 
one exception. This, added to the 91 above, was on Wed 26th May, when 135 went 
its own way and sent a split message format, using 3fig DKs, and whose total GC 
added up 141 (within the normal range), Le. 283/57, 144/51. On the suae day, 257 
mirrored 749’s traffic as usual. This proves that, rarely, these sub-schedules operate 
independently when necessary. 

SN 963 has its own weekly independent schedule every Thursday, which never follows 
658 or 749 traffic. 963’s use of higher frequencies would indicate that it is relaying 
the A & C messages to a target area outside Europe. Of all these SNs, only 749 
operates daily, however, for the same four days each week, all it has ever sent so far, 
are null message indicators. Clearly, on these days, there is always the potential for a 
message being sent. 

The aew-message-each-week" rule was broken on 27th Feb when an "X" message 
sent on the same schedule two weeks earlier (on 13.2) was repeated. What can we 
glean from this? Very little, apart from the fact that regular log-keeping, and careful 
analysis can unearth some interesting surprises! 

An analysis of GCs proves interesting too. Out of these 92 messages logged, only 11 
have GCs outside the usual M12 range of 138-149. None were higher, and the 
distribution of these is non-random: 107 107 10S...131 132 132 132 135 135 135 135. 
Note the wide gap between the lowest three and the rest The statistical probability 
of that 107/107/108 duster, well-spaced in time, arising by chance is virtually nil. M12 
very rarely uses DKs commencing with a zero, yet there are two to be found here, 
both linked with rare 132 group messages: 658/0744/132 (19.6) and 963-0155/132 (1.7). 
In the past, when 658 & 749 used widely varying GCs, the shorter messages (below 
100 groups) tended to use 3fig DKs, and the longer ones 4fig DKs. This rule is still 
borne out by that split message mentioned earlier. 
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£10 - MORE REVELATIONS! 



► BACKGROUND It is some time since we last looked at E10, and we ana now 
able to present new information not available when the station was last featured in 
Issues 12 & 13. This time round we are going to look at frequency and callsign 
usage and bring you up to date with the latest location news. Before we 
commence our analysis it is important that we briefly recap on a couple of points 
made previously. 

You may recall that we split the E10 stations into three very distinct groups - 

1 ) High - traffic Stations; ART EZi FTJ JSR *KPA PCD *SYN ULX *VLB & YHF 

2) Low - traffic Stations ; CIO MIW 

3) Non - traffic Stations ; BAY €582 HNC OEM NDP ROV TMS ZWL 

► SCHEDULING The overall scheduling patterns of High - traffic Stations are very 
stable and using tire table below you should have no difficulty in finding 
transmissions. In general the traffic stations operate 24 hours per day (FTJ is off-air 
01 .00-03.00 UTC and EZi St JSR are off-air 22.30-01 .00 UTC), but are best heard 
in Europe between 17.00 and 02=00 UTC, 

Transmission for the calls listed below commence on the hour & half-hour. 



ART 


ES 


FTJ 


JSR 


PCD 


ULX 


YHF 


3150 


6840 


2628 


2270 


3150 


2743 


2-844 


3417 


9131 


4463 


5091 


4270 


4880 


3840 


5437 


11565 


7322 


7540 


8500 


6270 


4560 


6988 


13533 








7760 


5020 



15980 7918 

17410 ^402 

19715 10648 

20474 

*Now you may be wondering why KPA SYN and VLB are not included above but 
are shown on the list The reason for this is due to frequency usage. We can now 
reveal that all the stations listed above operate only on a frequency allocated for 
that particular call. The frequencies are not interchangeable with each other or any 
other callsign in the network. The story is however very different for CIO KPA MIW 
SYN & VLB. These calls operate on interchangeable frequencies drawn from a 
pool. The difference may suggest that the recipients of stations using feed 
frequencies am in stable positions while those receiving messages from stations in 
the pool are more mobile. 

High traffic stations carry the bulk of all messages. Low traffic stations CIO and 
MIW are in the main confined to sending the status indicators e.g. 002 - no 
message. Occasionally traffic is sent and it is not unusual for CIO and MIW to have 
’bursts' of activity concentrated into several days only to return to the *2’ idler. 
Message strings such as CI017D45D47D5CT1 are much rarer for these calls. 



io 



Stations drawing from the frequency pool are listed below. 
Transmission start times are shown below at minutes past the hour. 





+45 


+15 


415 


+45 


+45 




CIO 


KPA 


yaw 


SYN 


VLB 


2120 


+ 


4* 


4 






2515 




+ 


4 




4 


2540 










4 


2953 




4- 


4 


4 


4 


309© 


4 






4 




3270 


4 


4 


4 






3485 






4 


4 




3640 


4 




4 


4 


4 


4165 




4 


4 


4 


4 


4360 


4 




4 


4 




4665 


4 


4 


4 


4 


4 


4780 




4 


4 




4 


5170 


4- 








4 


5230 


4* 


4 


4 


4 


4 


5530 






4 




4 


5629 


4 


4 


4 


4 


4 


6370 




4 


4 


4 . 


*4* 


6650 


4 


a. 


4 


4 


4 


6745 


4 


4 


4 


4 


4 


7445 


4 


4 


4 


4 


4 


7606 


JL 

« 


4 


4 


4 


4 


7613 












7811 


4 






4 




8025 


4 










8127 


4 


4 


4 


4 


4 


8465 


4* 


4 




4 




8641 


4 


4 


4 


4 


4 


9270 








4 




10125 


4* 










10352 


4 


4 




4 


4 


10820 


4 






4 


4 


10970 






4 






12747 


4 




4 


4 


4 


12950 


4 


4 


4 






13190 


4“ 




4 






13921 


4 








4 


14000 








4 




14750 


4 




4 




4 


15016 






4 


4 


4 


17170 


4- 






4 


4 


17986 






4 


4 


4 



As we would expect there are some anomalies! For example CIO is the only call to 
use 10125. While exclusive to MIW is 10970 and VLB 2540. 5530 and 14000 are 
two unusuai choices, both are used on a regular basis by (El 5) the pre- NATO 
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Phonetic Alphabet station which transmits from Egypt. Meanwhile, 5530 lias been 
used at 20.15 UTC and collided on occasions with E15’s - NAS messages. 14000 
has been heard recently with cal! ZWL mixing wfih EIS’s FYP transmissions, some 
years ago SYN had a brief flirtation with the frequency. Why when so many 
frequencies could be used do these two operators collide? Could E10 be causing 
deliberate interference? 

Non - traffic Stations are even more incomprehensible. BAY G8Z HNC OEM NDP 
ROV IMS & ZWL do not send messages. These ceils are restricted to sending 
only status indicators (conveying minima! information) such as ZWL-3, ZWLC-3 or 
TMS-22 for example. 



These calls do not have fixed start or end times. 



BAY 


GBZ 


HNC 


OEM 


NDP 


ROV 


TMS 


ZWL 




5530 


5170 


6575 


5339 


6658 


4604 


4015 


3940 


It is probable 








§911 




6438 


5339 


5000 


that each call 














6911 


5715 


has at least two 
















14000 


frequencies. 



Again more anomalies! HNC ROV & ZWL have exclusive frequencies while BAY 
shares with MfW and VLB. GBZ shares with CIO and KPA and NDP shares with 
CIO M8W SYN and VLB. Meanwhile OEM & IMS share 5338 and 681 1 . One point 
we must stress is that no Low - baffle Stations or Non - traffic Stations share a 
frequency used by the High - traffic Stations which have absolutely unique 
frequencies. 

► CALLSIGN CONSTRUCTION This is an unexplored area until now, so feedback 
would be appreciated. Have you ever considered why the call is ART? What is the 
significance of these letters in that particular order? *W@ can however confirm the 
results of our analysis. The callsigns are in fact very carefully constructed to avoid 
duplication of a later In its same position in a different calf. For example; 

ART - A (position 1), R (position 2), T (position 3), do not occur in any other 
calls in the same position. The only exceptions to this rule are - CIO & MlW, The. 
letter i swears in both calls in position 2, the same is true of VLB & UlX with the 
Setter L appeasing again in position 2 in each call. Quite what all this means is 
open to debate. One possibility is that the callsigns are designed in such a way 
that if you only hear 2 Letters in a sequence e.g. AR or RT it can only be one 
station no matter what! So far calls starting with D, I, L, Q, W & X remain 
un allocated so we would expect any new calls to be drawn from this list. 

► STATION LOCATION/AGENCY The first public disclosure that El 0 stations were 
located in Israel emerged in the July 1984 issue of Popular Communications and 
was repeated in the book Guide to Embassy & Espionage Stations written by Tom 
Kneitei. At ENIGMA we have questioned whether all the transmission emerge from 
one country this is due to the unusual signal strengths noted at considerable 
distances. According to directional fixes taken in July 1995 on 6 different 
frequencies transmitting various calls, all signals were coming from three locations: 
one near Tei Aviv, one near Eilat and the third from a location 50 km MW of Tel 
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Aviv in the Mediterranean. This spot is about the place where the high-tech 
offshore pirate station Arutz Sheva is anchored. Ever since Arutz Sheva started 
(21.10.1988) everyone wondered where the money came from. They had very 
advanced equipment when they started but no advertisers (just like RNJI). Maybe, 
just maybe, this station is a cover for Mossad. ft is equipped with medlumwave , 
HF and VHF transmitters and antennas, and the ship is supplied on a daily basis, 
if you have followed the offshore pirates in the North Sea, you will know that ft is a 
miracle when an offshore station runs so smoothly, and that for almost 1 1 years! 

Further proof that the transmissions come from Israel was a malfunctioning 
transmitter at a site near Tsi Aviv. A problem was first noted during the second 
week of June 1995. During that period you could hear something that sounded like 
the ringing of a telephone and on top of that a sort of clicking sound. When the 
telephone" sound disappeared, you could hear all the E10 transmissions that were 
on the air at that particular moment, a 1 ! at the same time. On 10125 kHz, this whole 
thing sounded even stranger as there is a station in Moscow 1kHz away that 
produces a constant ’white noise’ which is some type of high-tech digits! mode. 

E10 transmissioris on 8127 kHz have also had technical problems with Israel 
Defence Forces Radio (Gaiei Zahai) heard on tire carrier. At first it was thought theft 
the mixing signal was that of KOL Israel but it appears to have been Gale? Zahars 
traffic information service which came© mostly music and id’s as s Ko! Ha-GaJgalafe* 
(“Voice of Gaigalatz"). News summaries are sometimes carried on the half hour 
with some news bulletins relayed from Koi Israel’s Network 8 on the hour. During 
the G qfe 1 Zahai broadcasts the same situation occurred on 10125 kHz, Several 
RTTY stations which transmit from the same sit® as Gaiei Zshsi have also been 
noted on the carrier of the E10 transmissions. in September 1998 we received the 
results of a further set of fixes taken over a broad selection of frequencies at 
different times around th© dock. The results indicate that all transmissions are now 
emanating from one site eft Tel Aviv. 

► ’4XZ‘ PART OF THE FAMILY? - 4XZ is the callsign used by the Israeli Navy (we 
would be interested to know just how many vessels they actually have?) This is a 
very busy Mors® network which sends traffic in § Figure or 5 Letter groups, it uses 
a very wide spread of frequencies and we would question if this net is not simply 
another part of the Mossad communications system. More details in station news. 

► YOUR BFi P REQUIRED In collating this feature we have reviewed much 
historical date from our archives and other sources including Spooks Net, 
Monitoring Times, WUN, and other reference material dating back to 196©, dearly 
some error may have crept in, particularly concerning callsigns and frequencies. 
Traffic has been noted on a number of frequencies which are now no longer in 
use. Rattier than revisit these now we would appreciate any details of active 
frequencies not given. 15016 was discontinued following complaints of interference 
to the USAF on 15015. 

► ACKNOWLEDGEMENTS Our thanks to all our readers for logs and observations. 
Spedai thanks to ’A’ & V, Brian, Takeshi, & Jonathan for your contributions. 
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LOCATING NUMBER STATIONS 



fe INTRODUCTION - On the following pages you will find a detailed list of Number 
Station locations. This list is probably the most comprehensive ever published ’for 
public consumption’. ENIGMA exists to learn and disseminate information on ail 
aspects of the Number Station subject, and the locating of stations is an important 
part in this process. The information presented is based on exhaustive research 
conducted over many years and represents our opinion at the time of publication. 

fe EARLY EFFORTS - With absolutely no public information on the locations or 
agencies responsible for sending Number Station messages we have built up a 
vast amount of information. St is only in recent years that more cracks have begun 
to appear in the ’brick wall’ which surrounds the subject. Early opinion about the 
origins of stations was largely based on speculation and hearsay, with a 
reasonable degree of misirrfermstfon thrown in for good measure. Some progress 
was made in the United States, but in Europe it was Set to the rather shy and 
unreiisbte"Lang!©y Pieros* in his book Intercepting Numbers Stations to take a stab 
at the European operators. 

► WORKING WITH NOTH ING - At ENIGMA we have made great' progress in 
untangling the many different Morse and Voice stations despite the use of bogus 
callsigns (or no callsign at ail), coupled with the fact that a station speaking a 
particular language is of course no guarantee whatsoever of the operating agency 
or location. It is with acknowledgements to our dedicated readership, trusted 
contacts and exchange dubs that we have made progress only dreamed of a few 
years ago, but there is still much more to do. 

fe LOCATIONS AND AGENCIES - There is no doubt that those involved in the 
transmissions we weii aware of each other’s operations and locations. Clearly 
however some countries have much greater eavesdropping facilities than others. St 
is also equally dear that Number Stations do not want ’additional’ listeners and go 
to great lengths to keep their involvement and locations a dosely guarded secret. 
K Is worth mentioning at this point that operators do cooperate under some form 
of (non-public) (I.T.U.?) agreement, concerning transmission formats, in order to 
opposing monitoring agencies in the foentfticatfen of ail transmissions. 

► LOCATING THE STATIONS - It is easy to take wild stabs in the dark and come 
up with all kinds answers but a more methodical approach is required to piece 
together the jigsaw. The main components are:- 

1) Extensive monitoring which eventually leads to a dear understanding of a 
stations ’habits’. 

2) Categorisation in order of format to tie stations together into ’families’ or 
condude that they are ’individual’ in nature. 

3) The construction of schedules, carrying out traffic analysis and noting mistakes 
ail add to the understanding. 



24 



Once these elements are in place you have a much better chance of discovering 
the agency or location of a particular stetson. Using this information coupled with 
good direction finding, locating stations becomes much easier. Members can then 
locate and visit individual sites to confirm transmissions from the perimeter fence! 



FAMILY MEISISB2 



ORIGIN TRANSMITTER IQ &4TLQMS 



I la 
lib 
lie 


M 14/E6/G6/S6/V6; S25 
M12/E7/G7/S7/V7; XP 
M18; M18; M42; MX 
S13; S14; S28; X6 


RUSSIA 

RUSSIA 

RUSSIA 


la 


E17y 






E17z 




II 


M68/E5/E21/G5/V5; 

M72/E14/V14 


UiLA 


in 


M3/E11/GI1/S1 1/S52: GIQ/S26 


?POLJSH 


IV 


M2; E12/G12/V12/V18 


7HUNGARY/ 

AUSTRIA 


V 


E13/G13 


GERMANY 


VI 


M15; G14; G15; E16/G16 


GERMANY 


VII? 


Ml 7/El; SI; S2; XI 


7BULGARIA 


vm 


M27/S8; ? M40/7M53 


7SERBSA 


IX IXa M7/M10/G187/S10 
IXb M6/S5 
IXc M39/S18; S17/S19 
M10E/S10E 


CZECH REF. 
7SLOVAKIA 


X 


E3 


BRITISH 




E3A 


BRITISH 


XI 


M4/E23/G2 


POLAND 


xm 


M29/G4 


HUNGARY 



Numerous wtSte Russian tenitoiy, Murom, 
Moscow, Smoleissk, Ust KmmnogoTsV. 
OutsMe Russia; B&ufa, Cuba. Other 
sites m Nicaragua, Cam Rais Bay Vietnam. 

BmU, Cuba. 

Bieakaway station of Family la - initial DFs 
indicate Ukraine area. 

Numerous woridwide, include WaRrenton 
Virpaa USA. Guam. Lange®, nr. Frankfort 
Airport Germany. Wherever U.S. ndlitaiy are 
present 

Ontral/Soudsero Poland, but maybe a net- 
work of transmitters. Still under invssdgaiion. 

Sadly, this was never confirmed during the 
massy years of operatic®. Some suggest 

Hungaiy, however Austria was a stronger 
possibility. 

This was a relatively short lived ’special 
operation* aimed at destabahsmg the Easter® 
part of Germany. Joint OLA/BN D station. 

Originally from FRG only. (MlS-Hussns 
North Germany.) Further sites will fellow 
in a fe&tas on German sites. 

DF indicates. 

Report in Od - 96 indicated that Serbia 
would abolish State Security Service. 

*Other sites under mvestigatioii - ind 
Drcvdce, Zelenec & Hmdesm - all Czech. 
Possibly Labi ice. Nr. Prague. Vmbslsrwice. 



Ayos Nikolaos, Cyprus. Afeis, Eygpt 
(formerly Creslow and Gawcott UK). 
Guam (U.S. fodhty). 

Now Nr. Lodz, south west Poland. 

Nr. Budapest 



xrv 


M1/M45/M5(VS21;S27 


RUSSIA 


Kaliningrad, operates under the cover of 
Russian Naval Rec. Its activities are 
however strictly European. 


XV 


M13/E18/G22/S4 


CENTRAUSE EUROPE 


XVI 


M48/V l; M63? V17? 


RUMANIA 


Various within Rumania ifidL Brane§ti ? 


XVII 


M41; M49/G8; Gl?; G3 


GERMANY 


Stations of the former D.D.R. 
Further information to follow. 


XVIII 


M8/V2 


CUBA 


Widely reported as Cuban - signals would 
also appear to fee transmitted via Russia. 


XIX 


M16; M33; M51 


FRANCE 


Salute Assise, North of Paris. 




INDIVIDUAL STATIONS -NOT ASSOCIATED WITO KNO WN FAMOES 


DESIGNATION 


ORIGIN 


TRANSMITTER LOCATIONS 


M 5 
M 19 




‘/BRITISH 

7BRITISM 




M 22 


(4XZ) 


ISRAEL 


Reported to be Israeli Navy? (Haifa) 


M 23 
M 25 


(Ends, 5f <AR) 
(KKNJKRHJvWS) 


ITALY (elswiaere!) 
U.SA. 


Syracuse, Sidly. + Others. 

Worldwide, (KRH50 from Bsrford St. John, 
Oxfordshire, UK.) 


M2* 


(HEP) 


SWITZERLAND 


Swiss Telecom refused to oommeiit 

reported to be Border Police? 


M 43 (6XM8/C37A) 


GERMANY/ 

ISRAEL 


link - C37A Tel Aviv, 6XM8 sear 
Monschau, Hoefen Germany. 


M 52 


(2f or 6f AR (colon)) 


NORWAY (elsewhere!) Trondheim, Norway. 


M 67 


(Eads 0000) 


TURKEY 


Turkish - site not fcaora. 


M 73 


(Starts 3 Long Tones) 


CAUCASUS 




M 74 


(3f 4f 4f 4f4 4f) 


CAUCASUS 




M 76 


(4cfear bogus c/s, 
pseudo 2 way) 


SOUTH EUROPEAN 




E 10 




ISMAEL (dswhere!) 


Nr. Td Aviv 


E 15 




EYGPT 


Nr. Alexandria 


E 24 




BRITISH 




S28 


BUZZER 4625 kHz 


RUSSIA 


Tver region 


V 13 


NEW STAR RADIO 


TAIWAN 


Taipei 


V 15 


RADIO PYONGYANG N. KOREA 


Pyongyang 



V7 - THE SPANISH MAM (Family lb) 
by Andy - Merseyside 



INTRODUCTION - Prompted by the excellent article entitled "The Friday Night 
Fraulein - A Look a® G7” by P.S. from Saffron Walden in ENIGMA 18 I thought I 
would write an addendum to the article about the habits of V7 - The Spanish Man. 
The G7 article’s "Family Relationships" section states that V7’s activities are 
restricted to "null messages" on “Fridays", but as I will demonstrate here, a closer 
look at the station has proved very different. 

Although I’ve only been monitoring V7’s activities for around one year I can cast 
some light on this family group. 

> FORMAT - In terms of transmission format, V7 does follow the same message 
and null-message format of it's sister G7, aside from the omission of the 
procedural words. The voice used is male and Spanish is the language used. 

The numbers and pronunciation in use are as follows: 



NUMBER 


SPANISH 


PRONOUNCED 


ONE 


UNO 


oon-oh 


TWO 


DOS 


doss 


THREE 


TRES 


traize 


FOUR 


QUATTRO 


kwsttro 


FIVE 


CINGO 


tchink-oh 


SIX 


SESS 


salsa 


SEVEN 


SIETE 


see-ay-tay 


EIGHT 


OCHQ 


GtCh-Oh 


NINE 


Nueve 


noo-ey-vey 


ZERO 


ZERO 


sse-ro 



The voice used is very thin sounding and can sometimes be mistaken for a female. 

^SCHEDULE - The schedule we will concentrate on (other do operate) can be 
heard Tuesdays and Thursdays of each week at 08.00 UTC with repeats at 06.10 
for a null message and at 06.20 and 06.40 for messages with traffic (longer 
messages would delay these start times by 5 minute intervals). Frequency 
selection is the reverse of that described for G7 in that the transmission 
frequencies of the repeats move progressively higher, usually by a whole MHz or 
more (this is due to propagation conditions at this time of day). During the period 
that I have monitored V7 foe lowest frequency selected was 9052 kHz and the 
highest 14487 kHz (also regularly used by MSS station E3). Virtually all the 
frequencies that are used by V7 fall in foe fixed services bands (standard Russian 
practice). 



V7 follows the same "frequency SO" pattern of its sister G7 in that all three figure 
schedule numbers are made up of the 100 kHz placed figures of the appropriate 
frequencies. See example below. It is also worth noting that the last two digits of 
the frequency are virtually always the same for the repeats. 



Example. Taken from the March 1SS9 transmission. 

06.00 1l6sg kHz Cali up -8 Last two digits C© 

08.20 12202 kHz 2 of frequency 02 

06.40 13902 kHz 9 Q2 

Serial Number (SN) = 629 

This system without doubt assists the recipient in locating the 2nd and 3rd 
frequency for the repeats without prior knowledge of the new frequency selection. 

^ TRAFFIC ANALYSIS - During a 10 month period of monitoring there have been 
18 different messages sent, most of which are repeated on the next day of the 
schedule and some are repeated a second time twice. Only once during the 10 
month period was a message not repeated on the next scheduled day. For the 
same period the group counts of the messages have ranged from 27 to 106 five 
figure groups. The normal average message group count is around 50. 

► ANOMALIES & OBSERVATIONS 

0 21 July 98 due) - 1 st repeat sent on 12161 kHz instead of 12061 kHz as per the 
frequency SD/Sdieduie Number. Correa frequency (12061) used for rest of month. 
(Wrongly set 100 kHz frequency dial). 

t> 06 Aua 98 flTaut - While waiting for the 2nd repeal on 13366 kHz at 06.40. a 

family member station Ml 2 started a null message transmission or. the frequency 
at 06.30. if Ml 2 had sent message traffic it would have clashed with V7’s repeat 

0 15 SEP 98 due) - Occasional transmitter problems and significant drops in 
signai strength. 

> 24 DEC 98 (Thu) - Very poor modulation noted and the transmitter sounded very 
rough. 

> 05 -JAN 99 due) - Neither the message or its 2 repeats provided a foil copy of 
the message here ■ ongoing transmitter problems? 

> 07 JAN 99 (Thu) - (Former engineer sent to Siberia) huge improvement in signal 
strength - transmitter repair programme? 

> 14 JAN 99 (Thu) - Transmitter on frequency (9072 kHz) but there was no 
modulation for the whole transmission. Left frequency (as if sending a null 
message) and appeared on 2nd frequency (10472 kHz) - still no modulation and 
the transmitter went off as if a null message had been sent. 
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